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TEPMUWHBI U OITPEIEJIEHUA

Aymenmugpuxayus — JIeHCTBHS O MPOBEPKE NOUIMHHOCTU CyOBEKTa I0CTyna B UHQOp-
MAaI[MOHHOUW CUCTEME

Bezonachocme ungopmayuu — COCTOSHHE 3alIMIIEHHOCTH HHGOpMAIMH, NP KOTOPOM
obecriedeHsl ee KOHPUISHIHATBHOCTD, JOCTYITHOCTD U IIEJIOCTHOCTh

Tocyoapcmeennasn ungopmayuonnas cucmema — AHGOPMalMOHHAs CHCTEMA, CO3/1aBaeMasi
B LIEJISIX Pealn3aldy MOJHOMOYHN TOCYIapCTBEHHBIX OpraHOB U oOecredeHus: oOMeHa
HH(pOpMaIHel MeXTy STHMH OpraHaMH, a TaK)Ke B HHBIX YCTaHOBJICHHBIX (efepaTbHbIMU
3aKOHAMHM LIEJISIX

Jocmyn k ungopmayuu — BOBMOXKXHOCTB TIOTy4YeHHUS HHGOPMALMU U €€ UCTIONb30BaHUs

JlocmynHocms — COCTOSTHHE HHPOPMALIUHU, XapaKTepU3yeMOe CIIOCOOHOCTBIO TEXHUYECKHX
cpencTB U MHGOPMALIMOHHBIX TEXHOJIOTUH obOecreurBaTh OECIPENATCTBEHHBIA NOCTYI K
rHpopMalK CyOBEKTOB, UMEIOIUX Ha 3TO IIOJHOMOYHS

3awuma unpopmayuu om HECaHKYUOHUPOBAHHO20 Oocmyna — 3allluTa HHGOpMAaLUH,
HalnpaBlieHHas Ha MpeIOoTBpalleHHe IOyYeHHs 3allUiiaeMoil HHOpMalMK 3auHTEPECO-
BaHHBIMH CyOBEKTaMH C HapylIEeHHEM YCTAaHOBJIEHHBIX HOPMATUBHBIMHU M IIPABOBBIMH JI0-
KyMeHTaMH (aKTaMH) Wi obnanatensiMyu HH(GOpMaIMY MpaB WIH IPaBUII pasrpaHHYEHHs
JOCTyTa K 3aliiaeMoi HHpopMauu

3awuwaeman ungopmayus — wHGOpPMALUS, SBISIOWIASACS MPEAMETOM COOCTBEHHOCTH U
[oyIeKalas 3alluTe B COOTBETCTBHH C TPeOOBaHHSAMH IPABOBHIX JOKYMEHTOB HJIA Tpe-
OOBaHHSMH, yCTAaHABIIMBAEMBIMU COOCTBEHHUKOM HH(MOpMauu

Hoenmughuxayus — TpUCBOCHHE CyObeKTaM M OOBEeKTaM JOCTyIla HIeHTH(HKaTopa U
(wnu) cpaBHEHHE TPEIbSBISIEMOro HIESHTU(PUKATOPA C MEepeuHeM IMPUCBOEHHBIX UJIEHTHU-
¢bukaropon

Hugpopmayuonnasa cucmema — COBOKYIIHOCTh CoOJepiKalieicss B 6a3ax qaHHBIX HHGpOpMa-
1y U obecrneunBaomux ee 00paboTKy MHGOPMALMOHHBIX TEXHOJOTHH MW TEXHHUYECKHX
CpelCTB

Hngpopmayuonnwvle pecypcol — OTOENbHBIE JOKyMEHTH U OTIENbHBIE MAacCHUBBI JTOKYMEH-
TOB, IOKyMEHTBI 1 MAacCHUBBI JOKYMEHTOB, coepxaliuecs B HUHOOPMAIMOHHBIX CHCTEMaX
(6bnbnmorexax, apxuBax, GoHnaxX, OaHKaX NaHHBIX, HHPOPMAIIMOHHBIX CHCTEMAX APYIUX
BUJIOB)




Hngpopmayuonnvle mexrnonro2uu — NpoLECChl, METOIbI TOKCKA, cOOpa, XpaHEeHHs], 00paboT-
KM, [IPEIOCTaBJICHHS, PAaCPOCTPaHEHUsI HHGOPMAIIMKA U CIIOCOOBI OCYIIECTBICHUS TaKUX
MIPOLIECCOB U METOOB

Hugpopmayus — cBeneHus (COOOIEHNs, TaHHBIE) HE3aBUCHUMO OT (OPMBI UX Ipe/ICTaBIe-
HUS

Konmponupyemas 30Ha — IpOCTPaHCTBO (TEPPUTOPUS, 31aHHE, YAaCTh 3[1aHHs), B KOTOPOM
HCKJIFOYEHO HEKOHTPOJIUpyeMoe NpeObIBaHUe JIUI], He UMEIOIUX ITOCTOSHHOTO HJIM Pa3o-
BOT'O JIONYCKa, U IOCTOPOHHUX TPAHCIIOPTHBIX CPEJICTB

Konghuoenyuanonocms — 00s3arenpHOe Uil BBIIOIHEHUS JIULOM, ITOJYYUBIIUM JOCTYI K
omnpeneneHHOH WHPOpMaIK, TpeOOBaHHE HE IeperaBaTh TaKyl0 MHPOPMALUIO TPETBHM
vnaMm 0e3 corjiacusi ee odJramaresis

Obpabomka nepcoHanbHbiX OAHHBIX — NEUCTBUS (ONepalyy) ¢ MePCOHAIBHBIMH JaHHBIMH,
BKJIIOYasi cOOp, CHCTEMAaTH3allMio, HaKOIUIEHHEe, XpaHeHHne, yTOuHeHUue (OOHOBIIEHHE, H3-
MEHEHHE), UCIOIb30BaHUe, paclpocTpaHeHue (B TOM 4YHcie Nepenady), oO0e3nndrBaHue,
OJIOKMpOBaHKE, YHUUITOXXEHUE TIEPCOHATBHBIX JaHHBIX

Onepamop — TpaXXTaHUH WU IOPUIUYECKOE JHMIO0, OCYLIECTBISIONINE AEATEIbHOCTh IO
SKCIUTyaTallid WHOOPMAITHOHHOW CHCTEMBI, B TOM YHCIe 1o 00paboTke nH(OpManuu, co-
Jepixalieics B ee 6azax JaHHBIX

Ilepconanvrvle danHvie — nr00asi WHPOpPMAIUs, OTHOCSIIASACA K IPSIMO WM KOCBEHHO
OTIpeieTIEHHOMY, WU ONpeaesieMoMy GU3NIECKOMY JIHILY

Vepoza 6ezonacnocmu ungopmayuu — COBOKYTHOCTb YCIIOBHM U (aKTOPOB, CO3JAOLIMX
MOTEHIIHATBHYIO WIH PEaIbHO CYIIECTBYIOIIYIO ONAcHOCTb, CBS3aHHYIO C YTEYKOH HH-
bopMauy W/WiK HeCAaHKIIMOHMPOBAHHBIMHM /WM HEMpeqHaMEPEHHBIMH BO3JEHCTBUSIMU
Ha Hee

Vazeumocms — HemnocTaToK (CabocTh) MPOTrpaMMHOrO (IIPOrpaMMHO-TEXHUYECKOTO)
CpelcTBa WM WH(POPMALIMOHHON CUCTEMBI B LIEJIOM, KOTOPBIH (KOTOpasi) MOXKET ObITh HC-
MOJIb30BaHa JUTs peali3alliii yrpo3 0€30macHoCTH HHPOpMaLuu

L{enocmnocme — yCTOWYUBOCTh MHGOPMAIIUU K HECAHKIIMOHUPOBAHHOMY WJIM CIy4YaiHO-
My BO3ICHCTBHIO Ha Hee B Mpolecce 00pabOTKH TEXHUYECKUMU CPEICTBAMH, PE3YJIbTaTOM
KOTOPOTO MOXET ObITh YHUUTOXEHHE U UCKaKEHUE HH(POpMaIuU




1. OBIIME ITOJIOKEHUA

Hacrosimas ITonuTuka sSBISETCS JOKYMEHTOM, ONPENESIOIMM HalpaBlICHUs Jes-
TEBHOCTH B 00J1acTH 0OecreueHuss HHGOPMAIMOHHON 0€30IaCHOCTH M IIPEJACTABIISAET CO-
60 cHCTEeMaTH3MPOBAHHOE U3JIOKEHUE IeNeil W 3a71ad WH(POPMAIlMOHHON O€30IacHOCTH,
KaK OJHO WJIM HECKOJIbKO TMpaBUJI, MPOLERyp, MPAaKTHUYECKHX IPHEMOB M PYKOBOIAIIMX
TIPUHIMIIOB, KOTOPHIMH PYKOBOJCTBYETCS MyHHIMIAIbHOE OHOKETHOE 00Ieodpasosa-
TenbHOe yupexxneHue r. Mypmancka COIL Ne 18, a Taxke opraHW3alldOHHBIX, TEXHOJIO-
TMYECKHMX M NPOLEAYPHBIX aclekToB obecredeHus: HHGOopManuoHHOK Oe3onmacHocTH. [lo-
noxeHus Hacrosimeid [ToJMTUKY He pachpOCTPaHSIOTCS Ha obecredeHre HH()OPMaLUOH-
HOI 06€30IacHOCTH CBEIEHHM, COCTABIISIOIINX IOCyIapCTBEHHYO TaiHy. OCHOBHOM 3a1a-
geit B 061acTi MH(GOPMAIIMOHHOM 6€30MaCHOCTH MyHUIIMNIATBHOE OIOKEeTHOE 001e00pa-
30BaTenbHOe yupexaenue r. Mypmancka COLLL Ne 18, npusHaeT COBEpIIEHCTBOBAaHHE MeEp
U cpelcTB obecredeHrs 3aliuThl HHOOPMAIMH HHGOPMAIMOHHEIX pecypcoB MBOY r.
Mypmancka COIII Ne 18 B KOHTeKcTe pa3BUTHUS 3aKOHOJATeNbcTBa Poccuiickoit Denepa-
Ud W HOPM pEryJHpOBaHHs HHQPOPMALMOHHOM [EATEIBHOCTH B TEKYIIUX YCIOBHSAX
GYyHKIIHOHUPOBaHUs HH(POpMaIMoHHOro noiis. IIpu paspaborke IIOMMTHKH yYHTHIBAIKUCH
OCHOBHBIE€ IPHUHIIMIIBI CO3/IaHHS CHCTEM 3aIlUTHl MHGOpMALUH, XapaKTEPHCTUKH M BO3-
MOYXHOCTH OpPraHH3al[AOHHO-TEXHUYECKUX MEP M COBPEMEHHBIX INPOrpaMMHBIX H aIla-
paTHO-TIPOTPaMMHBIX CPEICTB 3allUThl MH(popManuu. B pamkax cBoed IeATENbHOCTH
MBOY r. Mypmancka COILLI Ne 18 06s13yercst npeAIpUHUMATE BCE BO3MOXKHBIE MEPBI IS
3aIMTHl HHGOPMAIIMK OT yrpo3 Oe3omacHOCTH uHpopMmanuu. TpeboBaHus HHGOPMAIOH-
HOM 0e30IacHOCTH, COOTBETCTBYIOT LeisiM aesatenbHocTd MBOVY r. Mypmancka COIL Ne
18 u mpenHa3HaueHBI IJIsi CHUXKEHHS] PUCKOB, CBSI3aHHBIX C peaji3alnueid yrpo3 Ge3zomnac-
Hoctu uHpopMmaruu. [lonutuka nocrynHa Bcem padbotHrukam MBOY r. Mypmasncka COIII
No 18 u Bcem mop30BaTesisiM €ro pecypcos.

2. IIEJIU U 3AJIAYU OBECITIEYEHU S THOOPMALIMOHHOM BE3OITACHOCTH
Cy0bexTbl HHGOPMATHOHHBIA OTHOIIEHH I

CyOnexkramu npy obecrieueHUH HHGOpMaMoHHOU 6e3omacHoctd B MBOY r. Mypmancka
COLLI Nel8 siBnstroTcs:

— pabotaukr MBOY r. Mypmancka COIILI Ne 18 (B ToM uuciie yBOJIEHHEIE);
— poAMTENH (3aKOHHBIE IIPEJICTABUTEIH );

— (usnyecKue uNa, MPeJCTaBUTENIM KOHTPAreHTOB B paMKaX HCIIOJHEHHMS JI0rOBOPHBIX
00s13aTENbCTB;

— (usnueckue nuna, noxasmue obpanierne B anpec MBOY r. Mypmancka COILI Ne 18;
— IOPUIUYECKHE JIUIA, B PAMKaX MUCIIOJIHEHHUS JOTOBOPHBIX 00S3aTENBCTB MIIM BO HUCIIOJ-




HEHUH TpeOOBaHUU CO CTOPOHBI 3aKOHOIaTenbcTBa Poccuiickoit denepanuu; — OpraHbl
rocynapcrseHHoi Biactd. O0BbeKTH HHPOPMALMOHHBIX OTHOIIEHHM
Oo0bexkTamu HHGPOPMALMOHHBIX OTHOLIEHHH ABJISIIOTCH

— uHpopmarronnsie pecypcsl MBOY r. Mypmancka COLLL Ne 18;

— mpoiiecchl 00paboTku nHpOopMaIuu B HHGOpMaLMOHHBIX cicreMax MBbOY r. Mypman-
cka COIII Ne 18, uHbOpMallMOHHBIE TEXHOJIOTHH, PETJIaMEHTHI U IpoLe ypsl cbopa, obpa-
OO0TKH, XpaHEHHS U Mepeaadyu HHHOpMAaLWH;

— CHCTEMBI ¥ CpPEJICTBA 3alIUTHl HHPOPMALIUU, OOBEKTHI M MOMEIIEHHs, B KOTOPBIX pa3-
MeIIeHBl cpecTBa 00paboTku uHpopMarmu. lenu obecneueHuss HHGOPMAMOHHON Oe3-
omacHocTH OCHOBHOM Iielbi0 oOecriedueHus: uHopMmanroHHoU Oe3onacHoct MBOYVY r.
Mypmancka COIII Ne 18 sBIsIFOTCS JeMCTBUS HAIIPaBICHbI HAa JOCTHXKEHHE 3aLIMTEI CyOb-
€KTOB MH(MOPMAIIMOHHBIX OTHOLIEHHIA OT BO3MOXKHOTO HAaHECEHUSI UM MaTepHaIbHOTO, (Qu-
3MYECKOr0, MOPAJIbHOTO WJIM MHOTO ymiepOa, MOCPEACTBOM CIy4ailHOro WM IpeaHaMe-
PEHHOTO BO3JIEHCTBHS Ha HH(POPMALIHIO, B TOM YHCIIE:

— COOIIIOZIEHHE MTPABOBOTO PeXUMa HCIOIH30BaHMsI MAaCCUBOB U CPENCTB 0OpabOTKU HMH-
dbopmanuy;

— TpeNOoTBpallleHHe peaTn3alii yrpo3 0e30macHoCTH UH(POPMAIUK IIPU OCYIECTBICHHH
nestenbHOCTH MBOY 1. MypMmancka COILI Ne 18.

3anaumn obecnieyeHusi ”HGOPMALIMOHHO 0€30MaCHOCTH

JlocTrokeHue 1ejel obecrieueHuss HHPOPMAMOHHON 0€30IacHOCTH U CBOMCTB MH(pOpMa-
1, MBOY r. Mypmancka COIL Ne 18 pemraercs crieqyrommmMy 3a0a4ami.

— 3aIliTa OT HECAHKIIMOHUPOBAHHOT'O JIOCTYIa K HH()OPMALIMOHHBIM pecypcam;

— pasrpaHH4YeHHe OOCTyla MoJib30BaTeleil K MH(OpPMAlMOHHBIM, allapaTHBIM, IIPO-
rPaMMHBIM U UHBIM pecypcam;

— pETUCTpalys W MEePHOAMYECKUI KOHTPOJIb NEHCTBUH Mosb3oBaTeNeld npu oOpaboTke
3aIuInaeMoi HHGOpMaIUU U TEPUOIUYECKUI KOHTPOJIb KOPPEKTHOCTH UX NEHCTBUM;

— KOHTPOJIb LIEJIOCTHOCTH Cpebl UCIIOJIHEHUS IPOrpaMM U €€ BOCCTAaHOBJIEHUE B CIIydyae
HapyIIeHHUS;

— obecrnieyeHrne ayTeHTUGUKALUA U HIEHTU(GUKAMY TOJIb30BaTENEeH, y4acTBYIOIUX B
UHPOPMAITMOHHOM OOMEHE;

— obecIieueHHe HMCIPABHOCTH MPUMEHSEMBIX B MHPOpMaUMOHHBIX cuctemMax MBOYVY r.
Mypmancka COILl Ne 18 cpeznctB 3ammThl HHPOPMAIUH;

— CBOEBPEMEHHOE BBISIBIIEHHE UCTOYHUKOB yTrpo3 6€30macHOCTH MH(OpPMALMY, IPUYHH U
YCIIOBHI, CITOCOOCTBYIOIIMX HaHECEHHIO yIiepOa 3aMHTEepECOBaHHBIM CyOBbEeKTaM HH(OP-
MallMOHHBIX OTHOIIECHH;




— cOo3/1aHHE CITyKObl MOHMTOPUHTA M pearipoBaHUs Ha yrpo3bl Oe30macHOCTH UHGbOpMa-
MY ¥ HETaTUBHBIE MTOCIIECICTBUS;
— CO3/laHH€e YCJIOBHHM Ui MAUHHMH3ALUN HAHOCUMOTo yiiepOa HEelpaBOMEPHBIMH IEW-
CTBHSMHM M YCTPaHEHHE IIOCJECACTBUN HapyIleHHus HWHGOpMAllMOHHON O€e30MacHOCTH B
MBOY r. Mypmancka COILLI Ne 18.
Pewenue eviuenepeuucnennvix 3a0a4y 8 MBOY 2. Mypmancka COLL Ne 18 ocywecmens-
-..2MCI NRCNRACIROM
— ydeTa BCeX MOIeKAIUX 3alUTe HHPOPMALIMOHHBIX PECYPCOB,;
— pErHCTpalMd B JXypHaJle NeWCTBHI MepcoHalla, OCYLIECTBIISIOIEr0 00CIy)KUBAaHUE U
MOIM(MUKALKMIO TPOrPAMMHBIX M MPOTrPaMMHO-aNMapaTHBIX CPEACTB MHPOPMalMOHHBIX
CHUCTEM;
— perjlaMeHTall|H [TPoIeccoB 00paboTku uHpopManuy, neiicteuii paborarkos MbOVY r.
Mypmancka COII Ne 18, ocymiecTBISIOIIMX 3KCIUTyaTallMIO IIPOrPaMMHBIX M MPOrpamMMm-
HO-aIMapaTHBIX CPEJCTB, HA OCHOBE YTBEPXKAECHHBIX OPraHU3allMOHHO-PACIIOPSAIUTEIbHBIX
JOKYMEHTOB TIO 3aIuTe HHPOpMaIuH;
— Ha3HAYeHWEM M TOATOTOBKOW paOOTHHUKOB, OTBETCTBEHHBIX 33 OPraHW3allUI0 U OCYy-
IIIECTBJIEHHE MEPOIPHUSATHH 10 obOecrneueHro HHPopMamoHHON 6e3omacHoctd B MBOY T.
Mypmancka COL Ne 18;
— HaJielIeHueM KaXI0ro paboTHHKa MHHAMAJIBHO HEOOXOIMMbBIMU IIpaBaMH IIpH paboTe B
UH()OPMALMOHHOM HHPPACTPYKTYpE COTNIACHO UX JOKHOCTHBIM O0SI3aHHOCTSIM;
— COOMIONEHHEM BCEMH paOOTHHKAMH, SKCIUTYaTUPYIOIIUMHU U OOCITYyXHBAOLMMH IIPO-
rpaMMHBIE M IPOTPaMMHO-AIMapaTHbIe CpeACTBa, TpPeOOBaHMM OpPraHM3alOHHO-
PacIoOpSAAUTENBHBIX JOKYMEHTOB 10 BompocaM obecrieueHus: HHGOPMAMOHHON Oe3omac-
HOCTH;
— MMEPCOHAILHOW OTBETCTBEHHOCTHIO KaXI0r0 paOOTHHMKA 3a CBOM JIEHCTBHS, y4acCTBYIO-
IIEro B paMKax CBOMX (GYHKIIMOHAIBHBIX 00S3aHHOCTEH B IpoLeccax aBTOMAaTU3MPOBaH-
HOU 00paboTK¥ WHGOPMALMU M UMEIOLIero JOCTYH K pecypcaM HH(GOPMALMOHHBIX CH-
CTeM; .
— peanH3alyell TEXHOJIOTHYECKUX MPOIECCOB 00paboTKK HH(POPMALUH C HCIIOJIb30BaHH-
€M KOMIUIEKCOB OpPraHU3alMOHHO-TEXHHYECKUX MEp 3allMThl IIPOrpaMMHOro odecrneue-
HUs1, IPOrPaMMHO-aIMapaTHBIX CPECTB;
— NPUHATHEM Mep M0 00ecreyeHHnI0 (PU3NIeCcKOl IeJTOCTHOCTH MPOrpaMMHO-aNnapaTHbIX
CpencTB MHPOPMAIMOHHBIX CHCTEM U IMOJAJEp)KaHHEeM HeOOXOTUMOro YpOBHS 3alllUIIIEH-
HOCTH KOMITOHEHTOB;




— HCIOJIb30BaHHEM IPOTPAMMHEIX U IMPOrPaMMHO-AMIMapaTHRIX CPEACTB 3alUThl HHGOP-
Manuu obpabarsiBaeMoM B MBOYVY r. Mypmancka COILl Ne 18 u agMuHUCTpaTUBHOMN MOJI-
NEPHKKOU UX UCIIOJIb30BAHHUS;

— KOHTpOJIEM COOJIFOJIEHHUS MOJIb30BATENSIMA HHPOPMAIIMOHHBIX CUCTEM TpPeOOBaHUM MO
obecrneyeHHIO HHPOPMAIMOHHOMN 06€30MacHOCTH;

— TIpoBeleHHeM aHau3a 3Q(HEKTUBHOCTH MPUHATHIX MEp 3aIlUThl MHGOPMALMU U TpU-
MEHSEMBIX CpelCcTB 3amuThl HHpopmanuu B MBOY r. Mypmancka COILI Ne 18;

— pa3paboTKoi U peayiv3alied MPesIOKEHUH 10 COBEPIICHCTBOBAHUIO CUCTEM 3alLUTHI
uHdopmaruu B MBOY r. Mypmancka COILLL Ne 18.

3. [IPUHILIMITBI OBECITEYEHW A MHOOPMALIMOHHOM BE3OITACHOCTU

OOecneueHue I/IH(bOpMaIII/IOHHOﬁ 6630HaCHOCTH, JOJIDKHO OCYILICSCTBIIATBCA B COOTBET-
CTBHHU CO CJICAYIOIIUMHU OCHOBHBIMHU IIPUHIIUIIAMHA

Ipunyun 3axonHocmu

[Tpu BEIOOpE MEPOTIPUATHIA 1O 3aIUTe HHHOPMAIUH, JOHKHO COOMIOAATHCS AEHCTBYIOLIEE
3aKoHOAaTeabCTBO Poccuiickoit Menepanuu B chepe 3ammuThl nHGopMaruu. Bee paboTHu-
KH JIOJDKHBI KMETh MpeJCTaBIeHne 00 OTBETCTBEHHOCTH 3a IPaBOHApYILEHHs B chepe 3a-
muThl UHPopMmanuu. [IporpaMMHo-annapaTHble cpelcTBa, npuMeHsemble B MBOY r.
Mypmancka COIIl Ne 18, HO/DKHBI MMETh COOTBETCTBYIOLIME JIMIEH3UH, OQHIHAIBHO
IPHOOPETATHCS Y MPEICTaBUTENEH pa3pabOTUMKOB ITUX CPEACTB UM ABJIATHCS MHTEIIEK-
TyasibHOM cobcTBeHHOCTRIO MBOY 1. Mypmancka COILI Ne 18.

IIpunyun cucmemuocmu

ITpy cO3MaHUU CHCTEMBI 3aIUTHI JOJDKHBI YUUTHIBATHCS aKTyalbHbIE YIpO3bl Oe30macHo-
cTH MH(OPMAIIMH, BO3MOXHBIE OOBEKTHI W HAINpaBIIEHUS aTaKk Ha HEe CO CTOPOHBI Hapy-
mureneii. CucremMa 3allMThl TOJDKHA CTPOMTHCS C YYETOM HE TOJIBKO U3BECTHBIX KAHANO8
ymeuxku uHgopmayuu, HO ¥ ¢ Y4eTOM BO3MOXXHOCTHU IOSIBIIEHUS HOBBIX YS3BHMOCTEH B
IIPOrPaMMHOM OOECTIeUeHHUH.

IIpunyun komnnekcHocmu

KoMIIeKCHO€E HCITONIb30BaHWe CPEICTB 3alllUThl HH(DOpPMAIHK MPEAToiIaraeT CorjiacoBaH-
HO€ TPHMEHEHHWE NPH MOCTPOSHWH LEIOCTHON CHCTEMBI 3alUThI, MEePEeKphIBaIOIICH Bce
CYIIECTBEHHBIE YIpO3bl 0€30MacHOCTH WH(GOpMaMU. 3alIuTa JOJKHA CTPOUTHCS SIIEIO-
HUpoBaHO. Du3uyeckas 3ammTa JODKHA oOecreduBaThCs (PU3MUYECKUMHU CPEICTBAMH H
OpraHHM3alldOHHBIMU MepaMu. [Ipu MOCTpOeHHH, BHEAPEHUH U DIKCIUTyaTallud CHCTEMBI
3anMThl HHPopManuud pykoBoactBo MBOY r. Mypmancka COILl Ne 18 obecneunBaer




ycnoBus s 3 HEeKTUBHOM KOOpAMHAIIMH AeHCTBUI BCeX JIUL, 00eCIeunBaronX HHpop-
MalMOHHYIO 0€30MacCHOCTb.

IIpunyun ceoespemeHnocmu

Pa3paboTka crcTeMsbl 3aUThl HHGOPMAIMH TOJKHA BECTUCH MMApaJIENIbHO ¢ pa3paboTKoi
¥ UHOOPMAIIMOHHON CUCTEMBI. DTO MO3BOJUT Y4eCcTh TpeOOBaHUS 6€30MacHOCTH IIPHU MPo-
EKTHPOBAaHUHM apXUTEKTYphl M, B KOHEUHOM cYeTe, co3larh Oosee 3ppeKTuBHbIE HHPOP-
MallMOHHBIE CUCTEMBI, 00JIaJalolie JOCTAaTOYHBIM YPOBHEM 3aIlMIEHHOCTH.

[Ipunyun npeemcmeennocmu

[TocTosTHHOE COBEPIIEHCTBOBAHUE MEP U CPECTB 3alMThl HHPOPMALIMU HAa OCHOBE IIpeeM-
CTBEHHOCTH OPTraHM3al[HOHHBIX W TEXHUYECKHX DPELICHHH, KaJpoBOT0 COCTaBa, aHAIM3a
GbYHKIIMOHHUPOBaHUSI HH(POPMALIMOHHBIX CHCTEM U CHCTEMBI €€ 3alllUThl C Y4eTOM HU3MeHe-
HUM B METO/ax M CpeJICTBaxX repexBara HHPOPMALUK, HOPMATUBHBIX TpeOOBaHHII 1O 3a-
muTe HHPOpMaIUy.

IIpunyun oocmamoyrnocmu

CoOTBeTCTBHE YPOBHS 3aTpaT Ha obOecredeHre HHPOPMAIMOHHON O€30MacHOCTH U LIEHHO-

CTH HH()OPMAIIMOHHBIX PECYpPCOB Ha BEJTMYMHY BO3MOXKHOTO yIiepba OT UX pasrialleHus,
YHAYTOXXEHHS U UCKaKeHHs. VIcronb3yeMble Mephl U CpelCcTBa 3alllUThl HHPOpMalUU He
JOJDKHBI YXY/IIIaTh 3PrOHOMUYECKHE TOKa3aTeld KOMIIOHEHTOB HMH(OPMAIMOHHBIX CH-
CTEM.

IIpunyun omeemcmeenHocmu

BosnoxeHre OTBETCTBEHHOCTH 3a oOecriedeHHe Oe3omacHOCTH MHpopMaiuu U ee oOpa-
OOTKM Ha KaXOOoro pabOTHHKA B Mpeeliax ero MOJHOMOYMH. B COOTBETCTBHH € 3TUM
IIPUHITATIOM paclpe/ieJieHre MpaB U 00si3aHHOCTeH paOOTHUKOB CTPOUTCS TAKUM 00pa3oM,
YTOOBI B CiTy4ae JIF000ro HapyIIeH!s ObLT H3BECTEH HapyIIHUTEb.

IIpunyun 060cHO8AHHOCMU U MEXHUYECKOU Peanu3yemocmu

HNHbopmanMoHHBIe TEXHOJIOTHH, MPOrpaMMHBIE W IPOrpaMMHO-aNllapaTHbIE CPEICTBa,
MEpHI 3alUThl WHPOPMALIUU TOJKHBI OBITH pPeaTM30BaHbI [0 COBPEMEHHBIM DEIICHHUSIM,
00OCHOBaHBI C TOYKH 3PEHHsI TOCTH)KEHHS 3aJaHHOTO YPOBHS 3alllMIEHHOCTH HH(OpMa-
IIMd ¥ SKOHOMHYECKOW IIeIeCOOOpPa3HOCTH, a TaK)Ke€ COOTBETCTBOBATh YCTAaHOBIIEHHBIM
HOpMaM | TpeOOBaHHUSM 10 6e30MacHOCTH HH(OpMaIUK.

IIpunyun npogeccuonanuzma

Peanuzanust Mep 3ammThl HHGOOPMAIMK W SKCIUTyaTalisl CPEeICTB 3aIlUThl MHPOpMALUU
NOJDKHA OCYIIECTBISTHCA NMPOGECCHOHANBHBIMY creluanucTaMu. llpuBnedenue cnemnua-
JIU3APOBAHHBIX OpraHW3aluii K pa3paboTKe CPeACTB M pealu3allid Mep 3alluThl UHGOp-
MaIliH, MMOATOTOBJIEHHBIX K KOHKPETHOMY BHJIy NIEATEIHHOCTH IO oOecnedeHuto Gezomnac-
HOCTH WH(OPMAIIMOHHBIX PECYPCOB, UMEIOIIUX OMBIT MPAKTHUYECKOW pabOThI U JIULIEH3UH
Ha IIPaBO OKa3aHUs yCIIyT B 3TOH 00JacTH.




Ipunyun munumusayuu npusuie2uti NoIvL308amenei
Obecneuenue nonbp3oBaTeNield NPUBWIETHIMH MUHUMATBHO JOCTATOYHBIMHM ISl BHIIIOJIHE-
HUS UMH CBOMX JOJDKHOCTHBIX 00si3aHHOCTel B MBOY r. Mypmancka COIII Ne 18.

4. OCHOBHBIE TPEBOBAHUS 10 3ALLIMTE UHOOPMAIIMN OTPAHUYEHHOI O
JIOCTVYTIA

Cucrema 3amuThl HHQOpPMAIMK T0JDKHA MPeLyCcMaTprUBaTh KOMIUIEKC OpraHH3allu-
OHHBIX, IPOTPaMMHBIX U IIPOrPaMMHO-ANIAPATHBIX CPEACTB U Mep IO 3amuTe uHhopMa-
UM B npouecce ee 00paboTku. BrimonHeHne TpeOoBaHUN JOCTHTaeTCs 3a CUET peain3a-
MY Ha 00beKkTax HH(MOpMAaTHU3AINK Mep MO0 3aluTe HHPOPMALIHH:

— UeHTU(UKALNK U ayTeHTU(QUKAIMH CyObEKTOB IOCTyIa M OOBEKTOB JOCTYIIa;

— YIPAaBIIEHHUIO JOCTYIIOM CyOBEKTOB JOCTyIa K 00BbeKTaM JAOCTYTIa;

— OrpaHUYEHHIO IPOrPaMMHOM Cpebl;

— 3alUTe MAIIUHHBIX HOCUTEJEH NEPCOHATIBHBIX TaHHBIX;

— perucTpanuu coObITU Oe30MacHOCTH;

— QHTUBUPYCHOU 3aILUTE;

— 00Hapy)XKEHHUIO BTOPIKEHUIA;

— KOHTPOJIIO (aHAJIU3Y ) 3alUIIIEHHOCTH MePCOHATBHBIX JaHHBIX;

— o0ecrneueHnIo LeJ0CTHOCTH WH(OPMAIMOHHOW CHCTEMBI M TEPCOHAIBHBIX JAHHBIX;
—o00€eCne4YeHHIO TOCTYITHOCTH NMEPCOHATBHBIX JaHHBIX;

— 3alIUTHI Cpebl BUPTYyaIu3alliu;

— 3alUTHl TEXHUYECKUX CPEJICTB;

— 3aIIUTHl HHPOPMALIMOHHOMN CUCTEMBI, €€ CPENICTB, CACTEM CBSI3H U Tepeayd JaHHBIX;
— BBISIBJICHUIO UHIIMACHTOB M pearupoBaHue Ha HUX,

— yIpaBlIeHUIO KOH(Urypaiueid HHGOPMAMOHHON CHCTEMBI U CHCTEMBI 3allIUThI TEPCO-
HaJIbHBIX JTAHHBIX.

MBOY r. Mypmancka COIII Ne 18, kak obnanatens HHGOPMAIIUH OTrPaHUYEHHOT'O JIOCTY-
I1a, IpHU OCYIIECTBICHUH CBOUX IPAB 00SI3aHO:

— coOroAaTh NpaBa U 3aKOHHBIE HHTEPECHI HHBIX JIUII;

— NIPUHUMATh HEOOXOMMBbIE MEPHI IO 3aIuTe HHHOPMAITUH;

— OrpaHMYMBaTh JOCTYI K MH(GOpPMAlUHU, €CIIU TaKas O00S3aHHOCTh YCTaHOBJIEHA 3aKOHO-
narenbcTBOM Poccuiickoi Denepanvu.

B ToM uncnie MBOY r. Mypmancka COILLL Ne 18, BnpaBe, eciiii HHOE He TIPEyCMOTPEHO
3aKkoHoarenbcTBOM Poccuiickoit @enepanuu:
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— paspemiaTh WK OrPaHUYMBATE JOCTYI K HHGOPMALUH, ONIPENENSITh NOPSAOK U yCIOBHUS
TaKoro J0CTYTIa;

—HCIOJIB30BaTh HH()OPMAIIKIO, B TOM YUCJIE PaCPOCTPAHSTH €€, 10 CBOEMY YCMOTPEHHUIO;
—TIepenaBaTh HHGOOPMAIMIO IPYTUM JIMI[aM Ha yCTaHOBIIEHHOM 3aKOHOAATENbCTBOM Poc-
cuiickoi denepaii OCHOBaHUH;

—3alMINaTh YCTAHOBJIEHHBIMH 3aKOHOJATeNbcTBOM Poccuiickoit Denepanuu cnocobamu
CBOHM TIpaBa B ClTy4ae HE3aKOHHOTO MOIyYeHHs] HHPOPMAIH WK €€ HE3aKOHHOTO UCIOJIb-
30BaHUs HHBIMH JIUI[AMU;

—OCYIIECTBIIATh UHBIC AEWCTBUS C HHGOpMAIMeld WM pa3pelaTh OCYIIECTBICHUE TaAKUX
JEHCTBHIA, €CITH 3TH JASWCTBHS HE MPOTHBOpeYaT (eiepaibHbBIM 3aKOHAM U JIPYTMM HOpMa-
TUBHO-TIPaBOBbIM akTaM Poccutickoit @enepanuu.

3amura HHGOPMAIMKH OrPaHUYESHHOTO OCTYIIa MPEACTAaBIIIET COOOW MPUHATHE OpPraHUu3a-
[IHOHHBIX U TEXHUYECKUX MEp, HAIIPaBJICHHBIX Ha:

—Cco0I0IeHre KOHGUIECHIIMATFHOCTH HHGOpMaIii (UCKIIOYEHUE HEPaBOMEPHOIO J0-
CTyIa, KOITUPOBAHWUs, MPEIOCTABICHUS WIH PacHpoCTpaHeHHUs HHpopManuu); —obecre-
YeHHe LETO0CTHOCTH HHpopMaluy (UCKIIOYeHHEe HEPABOMEPHOIO YHHUYTOXKEHHUS WIH MO-
TUGUITIPOBaHUS UHDOPMALIHH);

—pealu3alMio paBa Ha JOCTYN K wHbopManuu (HCKIIOYEHHE HEINPaBOMEPHOIo OJIOKH-
poBaHHS HHPOPMAITUH ).

CpencTBa 3amuThl HHPOPMALUK BHEIPSIOTCS IO pe3yibTaTaM IIPOBENEHHs OLIEHKH
PHCKOB HHPOPMAITHOHHOHN OGe3omacHocTd. Opranu3anys 3amuTsl #HGopmaruu IIpu opra-
pusanud B MBOY r. Mypmancka COILL Ne 18 3ammTsl HHQOpMaIuy, JOJDKHBI BBINOJ-
HATHCS TpeboBanus DemepanpHoro 3akoHa oT 27.07.2006 Ne 149-®@3 «O6 undpopmanuy,
HHGOPMAIIMOHHBIX TEXHOJIOTUAX U O 3aIluTe MH(GOpPMAIMKU», KOTOPbIE PETYIUPYIOT OTHO-
IIEHHUs], CBSI3aHHBIE C YCTAHOBJIEHHEM, U3MEHEHUEM M IIPEeKpallleHueM pexuma o0paboTKu
3anuaemMoi uabopmamnun. B ToMm urcie TpeOboBaHus O 3alUTe UH(POPMAIUH, HE COCTaB-
JSIOLIEN TOCYIApCTBEHHYIO TaliHy, COIEpXKallleicsi B rOCYAapCTBEHHBIX MH(MOPMAlUOH-
HBIX cucreMax ytBepxkaeHHble mpukazoMm D®CTOK Poccum ot 11.02.2013 Ne 17 «O6
yTBEpXKIEHHH TPeOOBaHMI O 3alIuTe WHPOPMALMU, HE COCTaBIIIOIIEN IOCYAapCTBEHHYIO
TaiiHy, colep)kaleiicss B roCyJapCTBEHHBIX HHGOPMAIMOHHBIX CHCTEMax» Ul rocyzaap-
CTBEHHBIX HH()OPMAIIMOHHBIX cucTeM N0 KoTopbiIM MBOY r. Mypmancka COIIL Ne 18 sB-
nsercst OnepaTopoM.

B MBOY r. Mypmancka COII Ne 18 momumo peav3aniui OCHOBHBIX MED 3alUTEHI
HH(pOpMaIIUK OCYIIeCTBJ/ISAETC:

— peryJisipHasi OlleHKa W YIpaBlieHHe puckaMy HH(OPMaIMOHHOH Ge30IaCHOCTH B COOT-
BETCTBUH C YCTaHOBIEHHBIMH TPOLEAyPaMH B 00JIACTH yIpaBIEHUS pUCKaMH; — UHGOp-
MHpOBaHKe, 0Oy4YeHHe W IMOBBIIIeHHe KBaHduKauu padbotaukoB MbOVY r. MypmaHcka

COIII Ne 18 B chepe unpOpMaIOHHOM 0€30MIaCHOCTH;
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— METOAMYECKas IOMOLIb PabOTHHKAM B BONPOCax obecreueHus HHPOPMALHOHHON 6e3-
OIIaCHOCTH;

— aHaJIU3 U TIOMCK BO3MOXHOCTEH IO MOBBIIIEHUIO YPOBHS 3aIHIIEHHOCTH WH(DOPMAIIHH.
Jist opranusaimy 3ammTe HHGOopMarmu, MBOY r. Mypmarcka COLLI Ne 18 BIIPaBEe IpH-
MEHSATb CPE/ICTBA U METO/Ibl TEXHHYECKOW 3alllUThI, IPeAIPHHUMATD IPYTHE, HE IPOTHBO-
peyainue 3akoHonarenbCTBy Poccuiickoit @enepannu, Mepsl. B pamkax obecrnedeHus 3a-
LIATH HHQOPMALIMHK, B PAMKaX TPYIOBBIX OTHOIIEHHH HEOOXOIMMO O3HAKOMMTH MOJ POC-
IHCh PAOOTHHUKOB, NOCTYI KOTOPHIX K HH()OPMAIIMH OrpaHHYEHHOrO JOCTYIa, HEOOXOIHUM
JUIs. BBITIOJIHEHUS UMH CBOMX JO/DKHOCTHBIX OOS3aHHOCTEH, ¢ mepedHeM HH(OpMaIuu
OTrpaHUYEHHOr0 NocTyna, U npuHATEIMA B MBOYVY r. Mypmancka COILLL Ne 18 mepamu 3a-
UTE MHQOopMau. OCOOEHHOCTH 3alMThl MEPCOHAIBHBIX JAHHBIX IPU OPraHU3al[iH
obpabotku B MBOVY r. Mypmancka COILI Ne 18 mepcoHaNbHBIX JaHHBIX HEOOXOIUMO Py-
KOBOZACTBOBaTbcsl TpeboBaHUusMU DenepasibHoro 3akoHa ot 27.07.2006 Ne 152-d3 «O
IIEPCOHAIbHBIX JaHHBIXY». [lepedueHb Mep, BbINOJIHEHHE KOTOPBIX obecrnieunBaer MBOYVY r.
Mypmancka COILI Ne 18 B kadyecTBe oneparopa MEepCOHAIBHBIX JAHHBIX, TOJDKEH BKIIIO-
YaTh:

— HazHaueHne B MbOY r. Mypmancka COILLL Ne 18 oTBeTCTBEHHOTO 3a OpraHU3aIuio 00-
pabOTKU NMEPCOHAIBHBIX TAaHHBIX;
— pa3paboTKy HOKYMEHTOB, ONpEIeNSIOIIMX MpaBUjia B OTHOLIEHHWH 0OpabOTKH INepco-
HaIbHBIX JaHHBIX B MBOVY r. Mypmancka COILl Ne 18, iokalbHBIX aKTOB II0 BOIIpOCaM
00paboTKH NEPCOHATIBHBIX 1aHHBIX;
— NpUMEHEHWE OPTaHW3AllMOHHBIX W TEXHHYECKUX Mep IO 0OeCledYeHUI0 0e30IMacHOCTH
NIEPCOHATBHBIX TaHHBIX B COOTBETCTBUM cO cTathedl 19 @DenepanbHOro 3aKoHa OT
27.07.2006 Ne 152- @3 «O nepcoHalIbHBIX JaHHBIX»;
— BBINOJIHEHHE TPeOOBaHUM O COCTaBy U COJAEPKAHHWIO OPraHU3aLMOHHBIX U TEXHHYE-
CKHX Mep 10 obecrieueHrio 0e30MacHOCTH MEepCOHANBHBIX JaHHBIX NPH X 00paboTke B
HH()OPMAIIHOHHBIX CHCTEMax MMEePCOHATBHBIX JaHHbIX yTBepkAEHHBIX IIpukazom OCTOK
Poccun ot 18.02.2013 Ne 21 «OO0 yTBepKA€HUH COCTaBa U COAEPIKAHMUS OPraHU3alMOHHBIX
U TEXHUYECKHUX Mep M0 oOecreueHnto 6e30MacCHOCTH MEePCOHATBHBIX JAHHBIX MPHU UX 00-
paboTKe B MUH)OPMALMOHHBIX CHCTEMAX MIEPCOHATBHBIX TaHHBIX);
— OIIEHKY BpeJia, KOTOPbId MOXXeT ObITh MPUYUHEH CYyOBEKTaM IEPCOHAIBHBIX JaHHBIX B
cirydae Hapymenus DenepanbHoro 3akoHa Ne 152-@3, COOTHOLIEHHE YKa3aHHOIO Bpeaa u
IPHHEMAEMBIX OTIEPaTOPOM Mep, HAlPaBJIEHHBIX Ha 00ecreYeHHe BBINOIHEHHS 00s3aHHO-
cTeit, mpexycMoTpeHHBIX DenepanbHbIM 3aKoHOM Ne 152-D3;
— o3HakomieHne pabotHukoB MBOVY r. Mypmancka COII Ne 18, HenmocpeacTBEHHO
OCYIIECTBIISIOIUX 00pabOTKYy MEPCOHAIBHBIX JAHHBIX, C IOJIOXKEHUSMH 3aKOHOJATEIb-
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ctBa Poccuiickoii demepallii O MEPCOHATBHBIX JAaHHBIX, B TOM YHCJIE TPEOOBAHUIMHU K
3aIIMTe MepPCOHATBHBIX JAHHBIX, JOKyMEHTaMH, onpenessiomumu tpeGoBanus MBOY r.
Mypmancka COIIL Ne 18 B oTHOImEHHH 0OpabOTKH MEPCOHATBHBIX NaHHBIX U oOydeHwue,
IpH HEOOXOJMMOCTH, yKa3aHHBIX PaOOTHHUKOB.

Ob6ecneuenue 6e30nACHOCMU NEPCOHANBHBIX OAHHBIX 00CMU2AEMCS, 8 YACMHOCIU:

— omnpeJeeHHEM yrpo3 U HapylHTeled 0e30macHOCTH MEPCOHANBHBIX JaHHBIX IPH UX
06paboTke B HH(OPMAIIMOHHBIX CHUCTEMaxX IEPCOHAIbHBIX JAaHHBIX; — OIpPE/CICHUEM
YPOBHS 3aLIMIIEHHOCTH NEPCOHAIBHBIX JaHHBIX B COOTBETCTBMH ¢ TpeOoBaHusiMu [locra-
HoBieHus IlpaButenbctBa Poccuiickoit @enepanun ot 01.11.2012 Ne 1119 «O6 ytBep-
KIIEHUH TpeOOBaHUM K 3allUTe MEPCOHATBHBIX JaHHBIX MPU UX 00paboTke B MHpOpMAIU-
OHHBIX CHCTEMAX IMEePCOHATBHBIX JaHHBIX»; — IMPUMEHEHHEM MPOIIEAIINX B YCTAHOBJIECH-
HOM IOPSIJIKE MPOLIEAYPY OLIEHKH COOTBETCTBHS CPEACTB 3alIMTh MH(OOPMAIIKH;

— OIEHKON 3()(PEKTUBHOCTH NMPHUHUMAEMBIX MEp MO 3allUTe MEePCOHAIBHBIX JAaHHBIX J10
BBOJIa B 3KCILTyaTalMi0 HH(GOPMAIIMOHHON CUCTEMBI IEPCOHAIBHBIX TaHHBIX;

— BOCCTAHOBJIEHHUEM II€PCOHAJIBHBIX JAHHBIX, BCIEICTBUE MOIY4YEHHUS HECAaHKIMOHUPO-
BaHHOTO JIOCTYTIa K HUM;

— YCTaHOBJICHHEM IPABUJI JIOCTyNa K NEPCOHAIBHBIM JaHHbIM, 00pabaThIBa€MbIM B WH-
(GbopMalMOHHBIX CHCTEMaX MEePCOHATBHBIX JaHHBIX, a TaKXKe 00ecreueHueM perucTparuu
U ydeTra BcexX JeHCTBUM, COBEpIIaeMbIX C NEPCOHATBHBIMU JaHHBIMA B HH)OPMAITHOHHBIX
CHUCTEMaXx MEPCOHATIBHBIX JIaHHBIX;

— KOHTpOJIEM 3a IPUHHUMAEMbIMH MEpaMH IO 3alllUTe IMePCOHATBHBIX HaHHBIX U OIpeJe-
JIEHHOI'O YPOBHS 3alUIIEHHOCTH WH(OPMALMOHHBIX CUCTEMaX MEPCOHAIBHBIX JaHHBIX B
Ipolecce ee SKCILTyaTall|H.

5 OCHOBHBIE TPEFOBAHMS K ITPOLIECCAM OBECIIEYEHUS UHO®OPMALIU-
OHHOM BE3OIIACHOCTU

Metonuueckoe pyKOBOACTBO, pa3pabOTKy peLIeHH Mo 3aliuTe HH(POPMAIMH, COIIacoBa-
HHE BBIOOpA CPEACTB BBIYHCIHUTENBHONH TEXHHKH, MPOrPAMMHBIX H IIPOrPaMMHO-
afrmapaTHbIX CPEICTB 3allUThl MH(MOPMALUK, OPraHU3alUI0 pabOT MO BBISIBJIEHHIO BO3-
MOXHOCTEW ¥ MPEIyNpPeXIEeHHUI0 YTEYKH U CBOWCTB 3allUINaeMoil HH(MOPMAIMU, aTTecTa-

U0 00beKTOB MH(OPMATH3ALUK OCYLIECTBISIOT coTpyaHuku MBOVY r. Mypmasncka
COIII Ne 18 (yrmonHOMOYEHHEIE).

Dusnyeckasn 6e3onacHocTb. [IpHHATEIE OpraHU3alMOHHBIE H TEXHHYECKHAE MEPHI 10 3a-
mute nomemennit MbOY r. Mypmancka COILL Ne 18, cepBepHOro ¥ KOMMYTalMOHHOTO
000py/I0BaHHMs, aBTOMATU3MPOBAHHBIX PabOYMX MECT MOJb30BaTeNeld HH(POPMAIMOHHBIX
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BODHBIX 003aTeNECTB B MOMEILEHHSIX B KOTOPBIX BeleTcsl 00paboTka MHpOpMALHH Orpa-
HUYEHHOTO JOCTyna MH()OPMAIMOHHON CHCTEMBI, BO3MOXXHO TOJIBKO B COIPOBOXKIAECHHH
pa6otanka MBOY 1. Mypmarcka COIIL Ne 18, nomymeHHoro 10 oopabOTKH TaKo# HH-
dbopmarmu. PazMeleHre TeXHHYECKHX CPEJICTB BBIBONA MHpOpMaluK B moMemeHusx OY
TIPOM3BOIMTCA C YyYETOM HMCKIIFOYEHHs] BO3MOXHOCTH BH3YalbHOIO MPOCMOTpa MH(pOpMa-
MM TIOCTOPOHHHMMM JIMIAMH ¥ PabOTHHKaMH, He JONMYIIEHHBIM K paboTe ¢ NaHHOW HH-
dopmanmeii. TexHUUECKHE CPEICTBA JOJDKHBI Pa3MeINaThcs B XPaHUTBCS TaKUM 00pa3oM,
4TOOBI COKPATUTh BO3MOXKHBIA PHCK IOBPEKACHUS U yrpo3bl HECAHKIIMOHUPOBAHHOTO J10-
cryna. Texauyeckoe obcmyxuBanue obopynoBanusi TexHuueckue cpenctsa OY MOMKHBI
IIPOXOJUTh Ha PErYJISIPHOM OCHOBE CEPBUCHOE OOCITy’)KMBaHUE B COOTBETCTBHH C PEKOMEH-
JALUsMH IIPOU3BOIUTENEH 000pyOBaHUs. PEMOHT U cepBUCHOE 0OCITyKHBaHUE 000PYyI0-
BaHHUs JIOJDKHBI BBIMOJHATHCS TOJBKO KBaTH(UIIMPOBAHHBIMU CIENMAIUCTaMH. TexHude-
CKoe 00CITy>XKHBaHHe 00OpYyJIOBaHHUS CTOPOHHUMHU OpraHU3alUsIMU HE JOJDKHO IPHUBOIUTH
K PHCKY HapylIeH!s] KOH()UISHIIMATbHOCTH 3allUIaeMOi HH(OPMAaLIHH.

B3aumopeiicTBue ¢ TPETbUMH JIHIIAMH

B nensix ob6ecnieuenus nHdopmamronHoit 6e3onaciocty MBOY r. Mypmancka COIL Ne
18 mpu B3aMMOEHWCTBUY C TPETHHUMH JIUIIAMH JTOJKEH BBITIONHSTD CJIEIyIOIIHe MEPOTPHUs-
THS TIO:

—3aKJIFOYCHHUIO COIVIAII€HUs O HEpa3rIalliCHUH PIH(bOpMaHI/II/I OrpaHUYCHHOr0 OOCTYyIIa
HOJIY‘ICHHOﬁ B XO€ UCIIOJTHEHU S OOTOBOPHBIX 06$I3aTeJIbCTB;

—OCYIIECTBIIEHUIO KOHTPOJIS 33 ACHCTBUAMM NPEACTaBUTENEH KOHTPAreHTOB B Ipeenax
KOHTpoupyemMoi 30Hb1 OY.

anaBnerme KHM3HCHHbIM IIHKJIOM ﬂHd)OpMallﬂOHHle CHUCTEM

MeponpusTis B IpoOLECCe JKU3HEHHOr0 MUKIIa HHGOPMAIMOHHBIX cucteM MBOY .
Mypmancka COI Ne 18 nomxHbl ObITh HalpaBlIeHb! Ha OOecreyeHne 3alluThl HHHOpMa-
IIUU TIPH BBOJIE B I€MCTBHE, SKCILULyaTal[iH, COPOBOXKACHUHA W MOJIEPHH3AIMH, BBIBOJA U3
sKkcruryatauuu. OCHOBaHUEM IIpU pa3paboTke HHPOPMAIMOHHBIX CHCTEM JOJIXKHBI SBJISTh-
Csl peLIeHUs IPUHATBIE HA CTaJu¥ (GOPMHUPOBaHHS TpeOOBaHUH, conepiKalre TPeOOBaHHsI
B TOM YHCJIE 110 CHCTeMe 3almThl HHopMaluy. Jlroboe riaHupyeMoe K BHEIPEHHIO U3-
MeHEeHHE WH(OPMALMOHHOM CUCTEMBI IIPEIBAPUTENBHO JODKHO OBITh MPOAHATU3MPOBAHO
Ha COBMECTHMOCTE U OTCYTCTBUE HapylLIeHUH pabOTOCTIOCOOHOCTH CHCTEMHBIX KOMIIOHEH-
TOB B TOM YHCJI€ CPEACTB 3allUThl HH()OpPMAITUH.

PaboTel N0 MoaepHM3auHH HHQOPMAIMOHHONH CHCTEMbI, B TOM YKCIIE [0 YCTaHOBKE

IIPOrPaMMHOTO 00€ecIeueHUs] ¥ OOHOBJIEHMH, OJDKHBI MPOBOJUTHCS B Hepaboyee BpeMs

WK BpeMsl HaMMeHbIleH pabodelt Harpy3ku. [Ipy BeIBo#e U3 3KCIUTyaTalud WHGOPMAaLH-
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OHHBIX CHCTEM JOJDKHO 00eclednBaThCs TapaHTUPOBAHHOE yHaleHHe oOpabaTeiBaeMon U
XpaHUMOH B HUX MHGOPMAIMH C MCHOIb30BaHHEM CPE/CTB IapaHTHPOBAHHOIO YHWUYTO-
skeHuss HHQOPMAIMH WK MyTeM (U3MYEeCKOro YHHUTOXEHHsS HOCHTeNeH HHGOPMAIHH.
Bce mpolieyphl obecneyen s 3aIUThl HHPOpMAIUK, ycTaHOBIeHHbIe B OY B OTHOLICHUH
MH(QOPMAIMOHHBIX CHCTEM, JIOJDKHBI BBINOIHATHCS U KOHTPOIMPOBATHCS OTBETCTBEHHBIMH
JIAI[AMH 32 OPraHKU3alKI0 paboT MO 3aliuTe HHYOPMALIUH.

KoHTpoab focTyna K uHpopmaumonubiv cucremam. Bee pabotauku MBOY r. Myp-
mancka COIIl Ne 18, momyiueHHble K paboTe ¢ MHOOPMALMOHHBIMH CHCTEMaMH, HECYyT
TIepCOHANBHYIO OTBETCTBEHHOCTh 3a HApyIICHHS YCTaHOBJEHHOrO IOpsKa 00paboTKH
uHpOpMaIMK. YpPOBEHb MOJIHOMOYHM MONB30BaTeldsl B MHGOpMALMOHHOW chcTeme OV
JIOJDKEH ONPENENAThCS B COOTBETCTBHU C €ro JODKHOCTHBIMHM 0Osi3aHHOCTAMH. JlocTym
0JIb30BaTejieii K HHpopMaluoHHBIM cuctemMam OY No/KeH KOHTPOJIUPOBATHCS aIMHHH-
CTpaTOpoM HH(POPMALMOHHOMN cucTeMbl. OCyIIECTBIEHHE PErYJISPHOr0 KOHTPOJIS BBIMOJI-
HEHHSI OPraHU3alMOHHO-PACIOPSIUTENIEHBIX JOKYMEHTOB, KacalolUXCs perjaMeHTaluu
nomycka paboTHUKOB OV K HHYOPMAIIMOHHBIM CHCTEMAM.

NpenTuduxanus 1 ayTeHTHPUKALUSA

Joctyn nonp3oBarteniell K UHGOPMALIMOHHBIM CHCTEMaM JIOJDKEH MPEIOCTaBIAThCS TOJIBKO
[OCJIe YCIEIIHOIO 3aBEplICHUs UIACHTHQHKAIUU, ayTeHTUQHuKanuu. [lomydeHue nomias3o-
BaTeJieM UMEHU B HHGOPMAIIMOHHON CHUCTEME U IapoJisi, KOTOpbIe 00ECIIeYUBAIOT IOCTYT K
UHGOPMALIMOHHON CHCTEME, JIOJKHO OCYILECTBIISTHCS MO MPEICTABICHUIO PYKOBOIUTENSA
CTPYKTYpHOro nojapasnenenus. Ynpasienue aoctynom B MBOVY r. Mypmancka COILL Ne
18 MOMKHO OCYIIECTBIATHCS YNpaBIEHUE NOCTYNOM K WH(POPMAIIMOHHON CHUCTEME II0-
CPEACTBOM pealH3allii HeOOXOOUMBIX METO/IOB, TUIIOB H IPABWJI pa3rpaHHYEHHs JI0CTyIa
10JIb30BaTelsIM HH(popMaonHoi cucreMsl MBOY r. Mypmancka COIII Ne 18. B Tom
yucie obecredeH 3alllMIIeHHbIH YIaJeHHbIH JOCTYN CyOBEKTOB J0CTYyIa K 0OOBEKTaM J10-
CTyIa 4epe3 BHEIIHHE HHPOPMAIIMOHHO-TEIEKOMMYHHUKAIHOHHBIE CETH.

besonacHocTh npu padote ¢ HoCUTEIAMH HHPOPMAHH

Pa6otarku MBOY r. Mypmancka COILLL Ne 18 no/kHBI HCIIOIB30BaTh TOJIBKO YUTEHHBIE
ChEMHBIE MallITMHHBIE HOCUTENN HH()OPMAIIUHU IS BBIIOJIHEHUS CBOMX JOJDKHOCTHBIX 005-
3aHHOCTeH. Mcronb30BaHle ChbeMHBIX MAalIMHHBIX HOcUTeNel uHdopMmanud B OY B HHBIX
HensiX CTporo 3ampenieHo. CheMHble MalllMHHBIE HOCUTENM WH()OPMAIMH TOJDKHBI Xpa-
HHUTCS B ONEYaThIBAEMBIX IlIKadax, B MIOMEIEHUAX B KOTOPBIX MPeIyCMOTpEHa 06paboTKa
MHGOpPMaIMK OrPaHUYEHHOTO NOCTyNa. B ciyuae Kpaku WM MOTEPH ChEMHOTO MAIlWH-
HOTO HOCHUTENs MHPOPMALUH, a TaK)Ke€ WHBIX WHIHUICHTOB, KOTOPbIE MOTYT IPHBECTH K
HapyIIEHHIO CBOWCTB MH(OPMAIIMK OTPaHUYEHHOIO JOCTYIIA, JOJKHBI IIPOBOAUTHCS Me-
PONIPUATHS IO PaCcCIeIOBAHUIO TAKUX MHIMACHTOB. IIpy BBIBOJE M3 3KCILUTyaTaldl ChEM-
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HOTO MAIIMHHOTO HOCHTENS MH(OpMAaluH, BCe NaHHBbIE, XpaHAIIUWECS Ha HEM, JOJDKHEI
GBITh yJAleHbl ONpeIeleHHOW KOMUCCHel U3 Yncia pabOTHUKOB, CPEACTBOM rapaHTHPO-
BAaHHOTO YHMYTOXeHHs! nHbopMaruy. DaKT yHUUITOKEHHUs MH(OPMALMH Ha ChEMHOM Ma-
IIMHHOM HOCHTeNe HH(pOopMaluk GUKCUPYEeTCs B aKTe 00 YHMYTOXKEHHH HH(pOpMALUH CO
CHEMHOT0 MAIIMHHOTO HOocuTelsd MHpopManuu. Perucrpanus cooeithii B ChemHBIE Ma-
[IMHHBIE HOCHTEIM MH(GOPMAILMH IOJDKHA OCYIIECTBIISTHCA PETHCTpAlMH COOBITHH Oe3-
OIMacHOCTH Ha BceX KOMIOHeHTax uH(popmamonHbx cucteM MBOVY r. Mypmancka COIL
Ne 18, B koTOphIX 06pabarsiBaeTCs 3aIuniaeMas HHQOpMaIus.

AHTHBHPYCHasl 3a1HTA

B mensx oOHapyXeHHs ¥ YCTPaHEHHs BPeIOHOCHBIX MporpaMM B OV NODKHBEI HCIOJIB30-
BaThCs CPEJICTBA aHTHBHPYCHOW 3aIIUTHl HHGopManuu. O63aTeIbHOMY KOHTPOJIIO Cpell-
CTBOM aHTHUBHPYCHOW 3alllMThl HHPOPMAaIMH JOJDKHA IOIexaTh Jrobas HHbopMalus
(TexcToBble (aitbl JFOOBIX (GopMaToB, (ailiibl JaHHBIX, UCTIONHSEMBIE (aiiibl), MOTy4ae-
Mas U IepejaBaeMasi 1o JOKaJbHOW BBIYMCIHTEIBHON CETH B TOM YHCIIE M CETSIM OOLIero
MIOJIb30BaHMS, a TakXKe WHPOpMaIKs, XpaHUMas Ha Chb€MHBIX MAIlWHHBIX HOCHTENSX HH-
dopmarnuu. [Ipu ycTaHOBKE MPOrpaMMHOTO OO€CTeueHHs] WK ero OOHOBIIEHHS Ha ceBep-
HOe 00Opy/OBaHHME MOJDKHA AaBTOMATHYECKH BBIMOJIHSATHCS TNpeABapUTeNbHas MPOBEpKa
JAHHOTO TMPOrPaMMHOr0 OOECHeYeHUs] Ha OTCYTCTBHE BPEIOHOCHOIO NPOrPaMMHOrO
obecneyenusi. OOHOBNEHUE 0a3 CUTHATYp IS CPEICTBAa aHTUBUPYCHOM 3alIMTHI MH(OP-
MallMy JOJDKHBI OOHOBISTHCS exeaHeBHO. [lonp3oBarenu Oe3 mpaB aIMUHUCTpATOpa HH-
¢dopmanronHoi cucteMbl OY He NOMKHBI UMETh BO3MOXXHOCTBH IOJyYEHHS IOCTYIa K
KOHQUIypaluil aHTUBUPYCHOTO CPENCTBAa 3alMThI WM €ro OTKIoueHHs. KoHTponb 3a-
IMALIEHHOCTH NMEPCOHAIBHBIX JAHHBIX B LESIX UCKIIOYEHHUS SKCIUTyaTalldd yS3BUMOCTEM
IIPOrpaMMHOr0 obecredeHus JOJKHBI IPOBOIUTCS PaObOTHI 10 BHISABICHHIO, aHATH3Y Ys3-
BUMOCTeHl MH(POPMALMOHHON CHCTEMBI M OIEpaTHBHOE YCTpPaHEHHE BHOBbH BBISBIIEHHBIX
ys3BUMOCTeH. B ToM uuciie opranu3anysi KOHTPOJIs YCTAHOBKH OOHOBJIEHHSI IPOTrPaMMHO-
ro obecnieueHust BKIIFOYasi CPEACTB 3aIIUTH HH()OpMAIIKH.

Hcnosb3oBaHue NPOrpaMMHOro obecredeHust

Br160p nporpaMMHOro obecreyueHus sl POU3BOACTBEHHBIX HY X1 OV I0/DKEH MPOU3BO-
JMTBCS B IPHOPUTETE K OT€YECTBEHHOMY, BHECEHHOTO B EMHBIN peecTp pocCHICKHX Mpo-
rpaMM JUTs 3J€KTPOHHBIX BBIYMCIIMTENBHBIX MalluH U 0a3 naHHbIX. B ciydae orcyTcTBus
aHayora B EMWHOM peecTpe poCCHHCKHUX MPOTrpamMM JJisi 3JIEKTPOHHBIX BBIUMCIIATEIBHBIX
MaliiH ¥ 0a3 JaHHBIX JOIYCKaeTCs MCIOJIb30BaTh IPOrPAMMHOIO OOeCIieYeHHe UMITOPT-
HOTO IPOHU3BOJCTBA.

Hcnoab3oBanue cpeacTB KpunTorpagpuyeckoii 3amurbl HHGOpMALUH
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ObecrieueHne 3aKUThl HHQOPMAIMK OrPaHAYEHHOTO AOCTYIA OT PACKPHITHs, MOIU(HKa-
[IMM ¥ HaBs3bIBaHUS (BBOJA JIOKHOM MH(OPMAILINK) IIPH ee nepeade (IOArOTOBKE K mepe-
Jiaue) Mo KaHalaM CBS3M, HMEIOIMM BBIXOJ 3a MpeJelibl KOHTPOIMPYEeMOH 30HBI obecrie-
yUBaeTCs MPUMEHEHHEM CPEICTB KpUmTorpaduueckoi 3ammrel uHpopmammu. [Ipuodpe-
TEeHMe CPEeJCTB Kpunrorpapuueckoi 3amursl nHGopMmaimu OY OCyLIeCTBIsIETCS Ha OCHO-
BAHMM JOTOBOPOB M KOHTPAKTOB C JIMIIAMH UMEIOIMMH JeicTByromyro nuuensuto OCh
Poccur Ha OCYIIECTBIIEHHE NESTEIBHOCTH MO pa3padboTKe, MPOM3BOACTBY, PaCIpOCTpaHe-
HUIO MHGPOBAIBHBIX (KpUnTorpaguveckux) cpencTs, HHOOPMALMOHHBIX CHCTEM U Telle-
KOMMYHHKAIIMOHHBIX CHCTEM, 3AlIMIIEHHBIX C HCIIOIb30BaHUEM MU(PPOBATBHBIX (KPHIITO-
rpadHUYECKUX) CPEJCTB, BBIOJIHEHUIO PabOT, OKa3aHHUIO YCIYr B 001acTH mH(POBaHHs
UHQOPMALIUK, TEXHHYECKOMY OOCTY)XHBaHHIO INH(PPOBATIBHBIX (KPHIOTOrpapHIECKHX)
CpencTB, HHGOPMAIIMOHHBIX CHCTEM U TEIEKOMMYHHUKAIMOHHBIX CHCTEM, 3AIUHUINEHHBIX C
UCIIOJIb30BaHWEM IMHU(POBATBHBIX (KPUNTOTpadUUecKUX) CPEACTB (32 UCKIIOUEHUEM CIIy-
yasi, €ClId TEXHHUYECKOe OOCTyXMBaHHE IMU(POBATBHBIX (KpUNTOrpagUUECcKuX) CpescCTs,
WH(GOPMALIMOHHBIX CUCTEM U TEIEKOMMYHHUKAIIMOHHBIX CHCTEM, 3ALIUIIECHHBIX C MCIIOJb-
30BaHHEM MIH(PPOBATBHBIX (KpUNTOrpadUyecKux) CpeAcTB, OCYIIECTBISIETCS IS obecre-
YeHUs] COOCTBEHHBIX HYXJ IOPUIMYECKOT0 JIMIa WX UHIUBUAIYAbHOTO MpeanpuHUMaTe-
ns1). B mensx opranuzanuu v o0ecriedeHud nepefadd WH(OpMAaLMK 10 KaHajlaM CBSI3H C
UCTIOJIb30BAaHUEM CPEICTB KpUNTOrpapuuecKoi 3aumThl HHOOPMAIIWH, a TAK)Ke BHITOJHE-
HUs nuleH3uoHHBIX TpeOoBanuit ®CB Poccun B OV nomkeH ObITh CO3MaH OpPraH KPHIITO-
rpadudeckoit 3ammThl. [lopranbhbie pemenns OY ¢ BO3MOXHOCTBIO IOCTyIa ¢ ceTeil 00-
LIET0 MOJIb30BaHUs JOJDKHBI B IIPUOPUTETE pa3pabaThIBaThCs C OpraHU3alMel 3allrIeH-
HOIo Ka”aia rnocpeactsom nporokoina TLS ¢ mognepsxkoi anroputmoB ['OCT 34.10.

Hcnonb3oBaHue 371€KTPOHHOM MOYTHI

DNeKTpOHHas MoYTa JOJKHA Hcnoib3oBaThess B MBOY r. Mypmancka COIIL Ne 18 ¢ ne-
JIbIO OpPraHM3aluy OOMEHa 3JIEKTPOHHBIMH COOOIICHUSIMH MEXIy paOOTHHKAMH U CYObeK-
TaMi WH(OPMaIMOHHOH Oe3omacHOCTHU. IIpy HCHONB30BaHUH 3JIEKTPOHHOM ITOYTHI 3arpe-
1aeTcs:

— oOMeH mHoOpManuel s cirykeOHOTro MoJb30BaHMs, a TakKe HHMOPMAIHEH OrpaHy-
YEHHOTO JJOCTYTIa;

— IPEIOCTaBIIEHHE JOCTyNa K JIEKTPOHHOW MOYTE C HCIOJb30BaHHEM JAHHBLIX CBOEH
YYETHOH 3aIFCH TPETHUM JIUIIAM;

— MyOIMKal|s CBOETO CIIy>KeOHOro aapeca 3JIeKTPOHHOM IMOYThI B 3JIEKTPOHHKIX KaTalio-
rax, Ha IIOMCKOBBIX MAlllMHAaX U APYTHX pecypcax ceTd MHTepHET B LEJIsAX, HE CBI3aHHBIX C
UCIIOJTHEHUEM CBOUX JOJKHOCTHBIX 00S3aHHOCTEN;
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— TOAMKCKA TI0 JIEKTPOHHOMN TOYTe Ha pa3IM4YHble PEKIIaMHbIe MaTepUallbl, JTMCTBI pac-
CBUIKH, SJIEKTPOHHBIE JXYpHAJIbl M T.J., HE CBA3aHHBIC C BBIIIOJHEHHEM IIOJIb30BATE/IEM
JOJDKHOCTHBIX O0s3aHHOCTEM,

— OTKpHITHE (3aIMyCK Ha BBIIONHEHHE) (aiiioB, MOMYYEHHBIX [0 3JIEKTPOHHOU MOYTE WK
u3 pecypcoB cetd HMHTepHeT, 6e3 NMpenBapUTENbHOM MPOBEPKU UX aHTHBUPYCHBIM MPO-
I'PaMMHBIM 00€CTIeYeHHEM.

Pa6ora B cersix obmero nons3oBanus OV ocrasnser 3a coboif mpaBo OJIOKHPOBATh HIIH
OrpaHMYMBATh JOCTYI PaOOTHHKAM K CETSM CBA3H OOILETrO IOJb30BaHUS, B TOM YHCIIE Ce-
i MHTEpHET, colepikaHne KOTOPBIX HE MMEEeT OTHOIIEHHUS K UCIIOJTHEHHIO TOJDKHOCTHBIX
o0s3aHHOCTEN, a TakXXe K WHPOPMAIIHOHHBIM pecypcaM, COAEepXKaHWe M HallpaBICHHOCTh
KOTOPBIX 3allpelleHbl 3aKoHoaTeabecTBoM Poccuiickoit @enepanuu. Mudopmarnus o 1o-
cemaeMsix padotaukamu MBOY r. Mypmancka COLLL Ne 18 vHGbOpMaLMOHHBIX PECYPCOB
NPOTOKOJIUPYETCs Ul TOCIEIYIOMero aHalu3a M, MPU HEOOXOIUMOCTH, MOXET OBITh
IpEeJCTaBlieHa PYKOBOIHMTENSM CTPYKTYPHBIX MHOJpPAa3JEeNIeHUH, a TaKkXKe PYyKOBOIMTEIIO
MBOY r. Mypmancka COLL Ne 18 st KOHTpOIIS.

IIpu ucnosab3oBanuu cetu UHTEpHET 3anpelieHo:

— UCIIONB30BaTh npenocraBieHHbiil OY noctyn B ceTh MIHTEpHET B JIMUHBIX LENX;

— HCIOJIb30BaTh HECAHKIMOHHUPOBAHHBIE MPOTPaMMHBIE M MPOrPaMMHO-AINIApaTHbIE
CpEACTBa, MO3BOJISIIOIIUE NOJIyYUTh HECAHKIIMIOHUPOBAHHBIN H0CTYyN K ceTu HTepHeT;

— My OJIMKOBATh, 3arpyXaTh U PacnpoCTPaHsATh MaTepUAIIbl COAECPKALIUE HETOCTOBEPHYIO
uHpopmanuro o OV, a takxke danscudumpoarts cBoit [P-anpec. PesepBHoe konupoBaHue
Y BOCCTaHOBJIEHHE HaHHBIX OCYIIECTBIEHHWE PE3epBHOIO KOMMPOBAHUS JOHKHO OCY-
LIECTBIATHCS [UIS:

— uHpopmaiu oOpabaTbiBaeMoil Ha (aiIOBOM cepBepe M CepBepe MPUIOKEHHM, HH-
(GbOopMalMOHHON CHCTEMBI;

— pabo4yux MecT aIMMHUCTPATOPOB HHPOPMAITHOHHON CHCTEMEI.

Yacrora ¥ pexXMM pEe3epBHOIO KOMHMPOBAHMS YCTAaHABIMBAIOTCS TaKHUM 0Opa3oM,
9TOOBI 00ECHEeYNUTh MHUHHMMAJIBHYIO TOTEPI0 JaHHBIX W ONEPATHBHOE BOCCTAaHOBJIEHHE.
Hacrpolika pe3epBHOro KOIMPOBaHUS U BOCCTAHOBJICHHS PECYPCOB HHGOPMAIIHOHHBIX CH-
creM JIOY no/mKHBEI IPOBOIUTH YIOIHOMOYeHHbIe paboTHukU OVY. Pe3epBHOE KOmUpoBa-
HH€ JTOJDKHO OCYIIECTBIIATECS B aBTOMaTUYECKOM pEXUME C IPUMEHEHHEM OTEUYeCTBEHHO-
r0O CIEUATU3UPOBAHHOIO CPEACTBA PE3EPBHOIO KOMMPOBAHUS C NEHCTBYIOIIMM CePTH(H-
KaToOM COOTBETCTBUS 110 TpeboBaHusM O6e3onacHocTd uHpopMaruu @CTIK Poccun.

6. OCHOBHBIE TPEBOBAHMA K ITPOLIECCAM VIIPABJIEHUSI UHOOPMALIU-
OHHOM BE30ITACHOCTBIO
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MOHHMTOPHHT HH(YOPMALMOHHOMH 6€30MaCHOCTH

Ha HOCTOSHHOM OCHOBE IOJKEH MPOBOIMTHCS KOMIUICKCHBIH aHamM3 (QyHKIHOHHU-
poBaHHsi MHPOPMAIMOHHON cucTeMbl OY M BO3HHKAIOIIMX COOBITHHA uH(bOPMALIMOHHON
6esomacHocTd. [Ipomecc MOHHTOPHHIA CHCTEMBI OOecredeHHs HHPOpMAlMOHHOW Oe3-
OIIACHOCTH JOJDKEH BKJIIOYATh B ce0sl KOHTPOJIb OPraHU3allMOHHEBIX H TEXHHYECKUX Mep 10
3amuTe MHGOPMAIIUK, aHAIN3 ITapaMeTPOB KOHQHUIYpallui ¥ HACTPOHKH CPE/ICTB 3allMThI
uHbopMaryy. [Ipy NpoBeJeHNH KOHTPOJIBHBIX MEPOIPHUSATUMN, CBS3aHHbBIX C OLIEHKOH pea-
NU3aIM| Mep 1o 3amure uHpopmanun B OY, ynoaHOMOYeHHbIE PAOOTHUKH JOJDKHBI TIPU-
JEP)KUBATHCS CIIEAYIOMIUX TPUHIHUIIOB:

— He HapywaTh QpyHKIHOHUpOBaHHe AesterbHOCTH MBOY r. Mypmancka COLLL Ne 18;
—1elicTBOBATh B COOTBETCTBUHU g yTBEepPKI€HHBIMHU OpraHU3aIOHHO-
pacniopsimurenbHbIMA fokyMeHTamMu MBOVY r. Mypmancka COII Ne 18 mo 3amure WH-
dbopmaruu;

— HE CKPbIBaTh (aKThl BBISIBIIEHHBIX COOBITUN HHPOPMALIMOHHOH 0€301acCHOCTH;

— oopMIISATh OTYETHI, MOATBEPHKAAIOIIAE BBINOJHEHUE MEPOINPUATUH IO 3alUTE HH-
dbopmanuu.

HNudopmanwms, mosrydeHHast B X0Ji€ MPOBEASHHUSI KOHTPOJIUPYIOLIMX MEPONPHUATHI O
NEHCTBHUSAX, COOBITUSX U MapaMeTpax, UMEIOIUX OTHOUICHHE K pealn3alii Mep Mo 3allu-
Te WH(OPMAIHH, TOJDKHA KOHCOHIUPOBATHCS U XPAaHUTHCS B MECTaX, UCKITIOYAIOIINX T10-
JTy4YeHHe K Hell HECAaHKIIMOHMPOBAHHOTO NOCTyNa. MOHUTOPUHT JaHHBIX O 3apErHCTPHPO-
BaHHBIX COOBITUSIX MH(GOPMAIMOHHOW O€30MacCHOCTH IOJKEH MPOBOIHUTHCS, MO BO3MOXK-
HOCTH, C HCIIOJIb30BAHMEM CHCTEMbl MOHMTOPHHIa WHUHUAEHTOB MH()OpPMAIMOHHOM Oe3-
OIIaCHOCTH WJIM BCTPOCHHBIX MEXaHM3MOB HAaCTPOWKH M ayJIUTa COOBITHI B MPOrPaMMHBIX

¥ [IPOrpaMMHO-AMNIapaTHBIX CPEAICTBAX, UCIOIb3YEMBIX B HHPOPMAIIMOHHON HHPpaACTPyK-
Type OV.

YnpasieHue puckaMu

Omnpenenenue BHYTpeHHUX TPeOOBaHMIA 1O 3aIlUTe HH(OOPMAIMH, JOJDKHO OCHOBBI-
BaThCs Ha pe3ysbTaTaX IIPOBEACHUS aHAIW3a PUCKOB HApyIIEHHS OCHOBHBIX CBOMCTB Oe3-
OIIacHOCTH Ui HH(OpMalMOHHBIX pecypcoB OY. OCHOBOM OIEHKH PHUCKOB JOJKHA OBITH
OLIEHKa YCJIOBUH U (PaKTOPOB, KOTOPBIE MOTYT CTaTh MPUYMHOM HAPYIIEHHUS IEIOCTHOCTH,
KOHGHIEHIIMATIbHOCTH U JIOCTYIMHOCTH Uil WHGOPMAIMOHHBIX pecypcoB OVY. Pesynbra-
TOM IIPOBEJICHHs aHaJIM3a PUCKOB JOJDKEH OBITh pa3paboTaHHBIA KOMIUIEKC Mep, Hallpas-
JIEHHBIX Ha CHH)KEHHE BO3MOJKHOI'O HEraTUBHOIO BIIUSHUS Ha OCHOBHYIO NEATEIbHOCTH
OV npu peanmzanuu TOM WM MHOM yrpo3bl 6e30MacHOCTH HHGOpPMAIMK B 00ecIieunBaro-

[IUX B JAIbHEWIIEM IOCTaTOYHBIN YPOBE€Hb 3alllUMIICHHOCTH I/IHq)OpMaI_II/IOHHbIX CHUCTEM
oVv.
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YrnpasJ/ieHne HHUUIEHTaMH HHPOPMALMOHHOH 6€30MaCHOCTH

Ilnst obecriedenus >pHEKTHBHOTO pa3pelIeHHs HHIUIEHTOB WH(YOPMALHOHHOK Oe3omac-
goctd B OY, MUHUMH3ALMK [OTEPh W YMEHbBIIEHHs PUCKa BO3HHMKHOBEHHS IOBTOPHBIX
MHIAIEHTOB JIOJDKHO OCYIIECTBISAThCS yIpaBlieHHe HHIMACHTaMH HHOPMALMOHHOM Oe3-
omacHOcTH. Jis ympaBieHWs WHIMICHTAaMH HHQPOPMAIMOHHOW O€30MacHOCTH JOJDKHA
OBITH CO3/1aHA CITy’k0a MOHMTOPUHIA M PearipOBaHMS Ha MHIMIEHTHI WHPOPMALMOHHON
6e30mMacHOCTH, KOTOpas MOCPEICTBOM KOMIUIEKCA CPEICTB U MEPONpPHUATHH i cOopa
KOHCONMMIAUMH MH(pOpManuu 00 HHIUACHTaX peIlaeT AaHHYIO 3aaady. B oTHoOLIeHHH
Ka)XI0T0 IPOM3O0IIE/IIEr0 HHIMICHTa PaOOTHUKAMH U3 CJIy’KObl MOHMTOPHHTA U pearupo-
BaHHUs Ha MHIUIEHTHI HH()OPMAIIMOHHOM 0€30MaCHOCTH OJDKEH BBINOIHATHCS €r0 aHallu3,
U pa3paboTka 3P PeKTUBHBIX MEp pearupoBaHus Ha JaHHBIM WHIUICHT.

AyauT cucTeMbl obecneyeHusi HHGOPMaLHOHHOH 0e3011aCHOCTH

B mensix oleHKH TeKyIlero ypoBHs WH(opMamuoHHO#N Oe3omacHoctd B MBbOYVY r. Myp-
mancka COIII Ne 18 Ha peryssipHOii OCHOBE JOJDKEH NMPOBOAMTHCS ayAUT WH(MOPMAILUOH-
HOM Oe30macHOCTH. BHyTpeHHHEe ayIuThl JOJDKHBI BHIOIHATHCA paboTHHkamu MBOYVY r.
Mypmancka COIL Ne 18 B yncino 3anay, pemaemMslx Ipy IPOBENEHUHA BHYTPEHHUX ay/IU-
TOB HH(POPMAITUOHHON OE€30IMacCHOCTH, BXO/ISAT:

— cOOp ¥ aHaNU3 UCXOAHBIX JaHHBIX 00 OPraHU3AIMOHHON U PYHKIIMOHAIBHON CTPYKTY-
pe MHQOPMAIMOHHBIX CHUCTEM, HEOOXOAMMBIX UISl OLEHKHA COCTOSHHUS CHCTEMBI 3aIlWThI
UHbOpMaIIUH;

— aHaJu3 YTBEP)KIECHHBIX OpraHU3allMOHHO-PACHOPSIUTENbHBIX JOKYMEHTOB IO 3alllUTe
UHOpMAIMK Ha IpeAMET UX MOJTHOTH U 3 PeKTUBHOCTH, a TaKkKe (GOpPMUPOBAHUE PEKO-
MEHJIaLUH 110 UX J0pabOTKe WK pa3pabOTKH HOBBIX;

— obocHoBaHMEe (PUHAHCOBOM 3P PEKTUBHOCTH BHOBH MPUOOPETAEMBIX CPEICTB 3aIUTHI
uHbOpMaLINH; _

— MPOBEPKA NIPAaBUILHOCTU BbIOOpA M HACTPOMKHU CPEACTB 3aIUThl HHPOPMAIHH, (HOPMH-
pOBaHHUE MPEIOKEHHUI 110 MCIIOJB30BaHUIO MMEIOLIMXCS CPENICTB 3aIIUThl HHPOPMAIUU
JUTS TTOBBIIIEHUS] YPOBHS HaAEKHOCTH U O€30MIaCHOCTH HHPOPMAITHOHHBIX cucTeM OV

— QHAJIM3 OTYETOB I10 MPOU3OIIEAIINM HHIHUIEHTaM WH(GOPMAIMOHHONW 0€30IacHOCTH U
IIPUHATBIM MEpaM M0 UX pa3peleHHIo.

[HoBbImeEHHE OCBC€IOMJICHHOCTH paﬁonmlcos

B paMkax opraHu3aluy KOMIUIEKCHOTO IPOTHBOAEHCTBUS yrpo3aM 6e30macHOCTH HH(Op-

MalMH, HCXOAIUM oT paboTHuKoB MBOVY r. Mypmancka COILl Ne 18 momkHa mocTosiH-
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HO NOBBIIIATHECA HUX OCBECIAOMIICHHOCTL B 00JIaCTH 3allUThI PIH(bOpMaIII/II/I. [ToBbIIEHUE
OCBECOOMIICHHOCTHU pa6OTHPIKOB oy OCYIIECTBIISICTCA:

—0 cymectByoumM B OV opraHH3alliOHHO-PACIOPSIMTENBHBIM JTOKYMEHTaM; —II0
npuMeHseMbiM B OY MepaM 3aluThl HHQOPMALUK; —I10 TPABUIILHOMY HCIIOIb30BAHHIO
CPEeNCTB 3aIUThl HHPOPMALIUH.

7 3AKJIFOYEHHUE

Ipy U3MeHEHWH JEHCTBYIOLIEro 3aKoHoAaTenbcTBa Poccuiickoii Denepanuu B 00nacTu
3alMTEl HHGOPMAIMH, a TaK)Ke OpraHW3allMOHHO-PACIOPSAUTENbHBIX JOKYyMEHTOB OV
HacTosmas [lomuTHKa U U3MEHEHHUs K Hel NPHMEHSIOTCS B 4acTH, HE IPOTHBOpPEYAIlEH
BHOBb NPUHATHIM 3aKOHOAATEIbHBIM U UHBIM HOPMaTUBHBIM aKTaM, a TaK)K€ BHYTPEHHUM
nokymentam OVY. Bce TpebGoBaHus, yCTaHOBJICHHbIE NEHCTBYIOLIUM 3aKOHOATEIbLCTBOM
Poccutickoit deneparuu, N0oA3aKOHHBIMU aKTaMH M IOTOBOPHBIMHM OTHOLIEHHUSIMH, a TaK¥Ke
noaxon OV k o0ecrnevyeHruI0 COOTBETCTBHSI STUM TPeOOBaHUAM JTOJDKHBI OBITH SBHBIM 00-
pa3oM OIpezeNieHbl, JOKyMEHTUPOBAaHbl ¥ MOAAEPKUBATHCS B aKTyalIbHOM COCTOSIHUU. OY
B IIPUOPUTETHOM HaIpaBIEHUU JTOJDKEH pacCMaTpUBATHCS NMEPEXOJ IPOrpaMMHOro odec-
IIEYEHUE OTEYECTBEHHOI'O MPOU3BOJUTENS, BKIIOYEHHOTO B €IMHBIN PEeCTp POCCHUCKUX
IIPOrpaMM JUIsl 3JIEKTPOHHBIX BBIYUCIIMTEIBHBIX MAllWMH U 0a3 JaHHBIX. B TOM yucie mo
4acTH CEpPBEPHOro, KOMMYTAI[MOHHOTO OOOpYyIOBaHHS M MPOrpaMMHO-aIMapaTHBIX
CPEICTB, BKJIIOYEHHBIX B ENMHBINA peecTp pOCCHUHCKOW paTHO3IEKTPOHHOW MPOIYKIIHH.
ITepecMOTp M BHECEHHE U3MEHEHMH B HACTOAILYIO [IOMMTHKY OCYIIECTBISIOTCS Ha MEPHO-
JIUYECKOHM ¥ BHEILJIAaHOBOM OCHOBE.

22
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